
✓ Safe to share with your insurance broker. No file names, folder paths, people’s names or data samples

on this page.

Data exposure report
Sample Law Office (sample, illustrative data) · 6 computers · period Oct 9, 2026 – Nov 8, 2026 · latest scan Nov 8, 2026

Average risk scores (0–100, higher = more risk)

Average Score Band Files

All files 4.3 Low 48212

Readable files 4.3 Low 48171

Files with findings 47.3 Medium 137

What was found

48212 files looked at; 137 with personal or sensitive information. By severity: Critical 4, High 5, Medium 106, Low 22.

Kind of data Findings Files holding it

Social Security Number 61 61

Payment Card Number 24 24

Driver's License 22 22

Date of Birth 18 18

Passport Number 12 12

Files it could not read

41 files (pictures, videos, recordings, scanned PDFs and files it cannot open), each counted at 70. 12 marked as reviewed

and ignored (they still count at 70).

Files dealt with on these computers so far (any file): 9 quarantined, 14 moved, 3 deleted for good.

Trend

Over 118 scans: 7 new findings, 22 fixed; 137 current.

Controls in place

Two-factor sign-in Required for every dashboard sign-in and every computer sign-in

Disk encryption 5 of 6 computers on

Computers covered 6 of the 10 the plan allows

Scans 6 computers scanned in the last 30 days

Quarantine and vault 9 files in the encrypted quarantine, 4 in the vault

Computer System Encryption Scan schedule (each computer’s own clock) Last scan

Computer 1 Windows 11 On Once a day, 22:00–05:00 next day, every day Nov 8, 2026

Computer 2 Windows 11 On Once a day, 22:00–05:00 next day, every day Nov 8, 2026

Computer 3 Windows 10 Off Once a day, 22:00–05:00 next day, every day Nov 8, 2026

Computer 4 Windows 11 On Once a day, 22:00–05:00 next day, every day Nov 8, 2026

Computer 5 Windows 11 On Once a day, 22:00–05:00 next day, every day Nov 8, 2026

Computer 6 Linux On Every hour, 07:00–19:00, Mon–Fri Nov 8, 2026

How these figures are made: MyVaultMate looks inside the files on each computer with fixed rules (patterns such as Social Security and card

numbers, and labels such as “DOB”), so an occasional false alarm happens and a value away from its label can be missed. It reads text files and

other files it can open; it does not read pictures, videos or recordings, which count at a risk score of 70. Every file gets a risk score from 0 to 100,

and each average is the total of those scores divided by the number of files. This page reports what the software found on the dates shown; it is not

an audit, a certification or a guarantee of compliance.

Prepared by MyVaultMate on November 8, 2026; figures from the scans listed (each computer's latest scan, dated in the table above). Sample,

illustrative data.

The pages after this one list file paths and masked samples, so the office can fix them. They are internal: send only this page to your broker.



Internal: for fixing files, don’t forward. These pages list file paths and masked samples for fixing files.

MyVaultMate · Data Exposure Report
Prepared for Sample Law Office · SAMPLE, ILLUSTRATIVE DATA · Scan completed Nov 08, 2026 ·
6 devices

FILES SCANNED

48,212
FILES WITH
EXPOSED DATA

137
HIGH SEVERITY

9
DEVICES
AFFECTED

5 of 6

ID NUMBERS
FOUND (EST.)

58
Average risk scores: all files 4.3 (Low, 48,212 files) · readable files 4.3 (Low, 48,171 files) · files with findings 47.3
(Medium, 137 files) · 41 not read, 70 each

FINDINGS BY DATA TYPE

Type Files High

Social Security Number 61 6

Payment Card Number 24 1

Driver's License 22 0

Date of Birth 18 0

Passport Number 12 2

FINDINGS BY DEVICE

Device Files High

FRONT-DESK-02 63 5

OFFICE-MGR (OneDrive) 38 3

BILLING-01 21 1

PARTNER-LAPTOP 11 0

ARCHIVE-PC (USB drive E:) 4 0

HIGHEST-RISK FINDINGS — FIX THESE FIRST

Risk Location What was found Frameworks

CRIT FRONT-DESK-02 · C:\Users\…\Doc
uments\Clients\intake_2019.docx

Social Security Number · field “SSN” · sample
***-**-4821

PII (general),
GDPR

CRIT OFFICE-MGR ·
OneDrive\Clients\2019_returns.xlsx

Social Security Number · field “SSN” · sample
***-**-3307

PII (general),
GDPR

HIGH BILLING-01 · Desktop\card on
file.docx

Payment Card Number · field “Card number” ·
sample ************7702

PCI DSS

HIGH FRONT-DESK-02 ·
Downloads\passport scan
notes.docx

Passport Number · field “Passport” · sample
*****1180

PII (general),
GDPR

RECOMMENDED NEXT STEPS

THIS WEEK
Put the 9 high-severity files in the
program's encrypted Vault or
Quarantine (Review files, or the
computer's dashboard page).
Delete copies nobody needs.

THIS MONTH
The 41 files it could not read
(pictures, recordings, scanned
PDFs; 70 each): quarantine, move
or delete by hand the ones with
client data; mark the rest Ignore.

ONGOING
Scans re-check every device on its
configured schedule; new findings
show up here as soon as they're
found, before they pile up again.

Findings are metadata only: file type, location, severity, and a masked sample. Raw values are never
stored or transmitted. Findings are rule-based, so expect an occasional false alarm; each shows its
location and masked sample so you can confirm it in seconds. ID numbers (est.) counts distinct
masked SSN, card, passport and license numbers.

cmtechsoftware.io · (775)
229-2579



Detailed Risk Scoring
137 active finding(s) across 6 PC(s) — current state (each PC's most recent scan).

Average risk score (all files): 4.3 (Low)  ·  HIPAA 0/100  ·  GDPR 52/100  ·  PCI 63/100
Average risk scores (total of the files' risk scores divided by the number of files):
All files: 4.3 (Low) across 48,212 files
Readable files: 4.3 (Low) across 48,171 files
Files with findings: 47.3 (Medium) across 137 files. 41 files could not be read (pictures, videos, recordings or files it
cannot open): each counts 70.
Scores are 0–100 (higher = more risk). Raw per-finding details are in the CSV/XLSX exports.

Risk score by PC

PC All files Readable With findings HIPAA GDPR PCI Findings Not read

FRONT-DESK-02 4.3 (Low) 4.2 (Low) 52.0 (High) 0 40 0 63 15

OFFICE-MGR 4.2 (Low) 4.1 (Low) 47.0 (Medium) 0 40 0 38 9

BILLING-01 5.2 (Low) 5.1 (Low) 44.0 (Medium) 0 40 55 21 6

PARTNER-LAPTOP 4.1 (Low) 4.0 (Low) 34.0 (Medium) 0 40 0 11 5

ARCHIVE-PC 4.1 (Low) 4.0 (Low) 30.0 (Medium) 0 40 0 4 4

FILESERVER 4.0 (Low) 4.0 (Low) — 0 0 0 0 2

By severity

Severity Findings

Critical 4

High 5

Medium 106

Low 22

By compliance framework

Framework Findings

PII (general) 137

GDPR 61

PCI DSS 24

By PII type

PII type Findings

Social Security Number 61

Payment Card Number 24

Driver's License 22

Date of Birth 18



Passport Number 12

Top files by risk

File name Path Risk HIPAA GDPR PCI PII

intake_2019.docx …Documents\Clients\intake_20
19.docx

92 (Critical) 0 64 0 4

2019_returns.xlsx OneDrive\Clients\2019_returns.
xlsx

88 (Critical) 0 61 0 12

card on file.docx Desktop\card on file.docx 81 (Critical) 0 0 77 2

passport scan
notes.docx

Downloads\passport scan
notes.docx

74 (High) 0 52 0 1

payroll-2018.xls …Documents\Payroll\payroll-20
18.xls

61 (High) 0 45 0 3


