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What leaves your machine, and what never does.
MyVaultMate reads files on your own computer and sends your dashboard a short description of what

it found. It changes, moves or deletes nothing unless you ask it to.

SENT TO YOUR DASHBOARD

WHAT EXAMPLE

Computer name, machine ID, operating

system and program version, and the

email of the account that signed it in

FRONT-DESK-02, Windows 11 Pro, owner@yourfirm.com

File path and file name C:\Users\...\Documents\clients_2019.xlsx

Kind of data found Social Security number

Files it does not read: pictures, videos and

recordings

Not scanned · risk score 70 · you choose what to do with them

Size, date modified, where in the file, and

a fingerprint (hash) of each file

48 KB · Oct 2 · page 3, line 12 · 9f2c…

Severity and the rules it touches Critical · PII, GDPR

The field’s title, when the scan can see

one next to the value

“SSN”, “Date of birth”

A redacted sample (last four only), at most

64 characters

***-**-4821

Each scan also sends its PDF report and a CSV with one row per file, and while it runs, a progress count every few seconds. The newest

25 scans per computer are kept; each scan’s counts stay 13 months for trend reports.

NEVER SENT, NEVER STORED BY US

The files themselves, or any part of their contents beyond the redacted sample.

Full Social Security, card, license or ID numbers. No field in the product holds one.

Client names, addresses or full dates of birth from inside your files (file names are sent unless you keep them off

the dashboard; see below).

HOW IT IS PROTECTED

Sent over HTTPS only (TLS 1.2 or newer, certificate checked). The database and its backups are stored

encrypted, on US-based hosting (Hostinger).

Only you and the users you invite can see your dashboard. CM Tech staff access is role-gated and logged.

You choose which folders are scanned, and you can delete a computer's findings at any time.

Reports you export are yours once they leave the dashboard, so keep them as you would any sensitive file.

IF FILE NAMES INCLUDE CLIENT NAMES

Switch on Keep file names off the dashboard: names become tags before anything leaves the computer. Questions

before the first scan: call me at (775) 229-2579.

HONEST LIMITS

Detection is rule-based, so an occasional false alarm happens. The Windows file is not code-signed yet, so Windows may warn the first

time; we walk you through it.
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